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Abstract. Jini is aninfrastructurebuilt on top of the mobile codefacilities of
the Java programminglanguageenablingclients and servicesto spontaneously
engagen arbitraryusagescenariosFor a smallhomeor office ervironmentthe
currentlyavailableinfrastructuremight be adequatebut for mission-criticalap-
plicationsit lacks essentiakecurity properties.n the sequelwe identify weak
pointsin the Jini architectureandits protocolsand proposean extensionto the
architecturethat providesa solutionto the identified securityproblems We de-
scribethedesignchoicesunderlyingourimplementatiorwhichaimsatmaximum
compatibilitywith the existing Jini specifications.

1 Intr oduction

TheJini connectiortechnologyWal99,Sun99bis aninnovative andusabletechnology
for building reliable,fault-tolerandistributedapplicationslt providesaninfrastructure
that allows clientsto find servicesindependenbf both party’s location. The dynamic
natureof locatingandusingservicess oneof Jini’'s major strengthslt is the basefor
thecreationof plug andplay devicesandservicesThis workswell in one’sown home,
but alreadyin a smallworkgroupsomeproblemscanarise.While it is usuallyalright
for everybodyto accesyour printer, mostpeopledo notwanteverybodythatcanaccess
theirwirelessLAN to take a peekattheir latestprojectdata.

This problembecomesven moreseriousif onewantsto useservicesvia anopen
network lik e the Internet.Suffice it to saythatyou wantto be sureto give your credit
cardnumberonly to your favorite online storeand not somebodyelse.Unfortunately
this areais currentlyuntoucheddy Jini. Thereareno provisionsfor dataencryptionor
authenticatiorbeyondtheabilities of Java2 andRMI.

The researchdescribedn this paperidentifiesthe weak pointsin the Jini archi-
tectureand proposesan extensionto the architecturewhich enablessecurelookup of
servicesand trust establishmentThe main securityconcernwithin the Jini architec-
tureis the useof dynamicallydownloadedproxies.Theseprovide greatflexibility but
present securityrisk asthe client doesnot know whatthe codeof the proxy is doing.
Theclient cansafgyuarditself againstsecuritybreachesvith regardto local resources
like harddrivesor evennetwork connectiondy supplyinga strict securitypolicy. But
it hasnoway of determiningwhata proxy is doingwith supplieddatalik e acreditcard
number
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The paperdescribesiow this problemcanbe addressetby requiringall partiesin-
volvedin a Jini federation(servicesand clients)to mutually authenticatéghemseles.
Furthermorewe introducethe notion of secue groupsto restrictthe visibility of ser
vicesregisteredatlookup servicesandto easeadministratiorof accessights.

Sectior2 briefly introducegheJini connectiortechnologyanddescribefiow clients
find servicesandhow they interact.Section3 describeghe securitypropertiegshatwe
believe to berequiredin typical scenario®f a future Jini servicesworld. In Section4
we introduceour extensionto the Jini architecture Our implementatiorof this exten-
sionis describedn Section5. Section6 discussesnexampleflow of communication.
Relevantwork is evaluatedin Section7 andwe finally give anoutlookin Section8 on
whatelsehasto bedoneto enablefully securelini federations.

2 Componentinteraction in Jini

Jini is a Java Application Programmindnterface(API) thatimplementsprotocolsand
mechanisméor serviceregistrationsandservicelookupscenteredaroundthe so-called
Jini lookupservice[Sun994. Jini servicesarecomprisedof two componentsthe Jini

serviceprovider runningonthenetwork nodeor device offeringaparticularservice and
the serviceproxy, a Java objectfetchedby clientsfrom a lookup serviceandexecuted
in the Javavirtual machingJVM) of aclient. Bothjointly implementtheactualservice
provided.In the sequelwe describethe coreinteractiondbetweencomponentsn a Jini

servicescenario.

ServiceRgjistration. Figure 1ashaws the relevant protocolsfor Jini serviceregistra-
tions. Serviceproviderswilling to offer their serviceto potentialclientsmustfirst find
nearbylookup servicesby meansof multicastrequestmessagefSun99¢ sentto the
network. Lookup servicesarerequiredto answerto theserequestdy openinga TCP-
streanto the portandIP-addresgontainedn theoriginal request.

Via this callbackthe lookup servicesendsa serializedJava objectthatimplements
thewell-definedlavainterfaceServiceRgistrar. This serializebbjectcontainghestate
of the lookup serviceproxy and the so-calledcodebasewhich is essentiallya URL
pointing to a Web-serer from wherethe implementatiorof the proxy in the form of
Java bytecodecanbe downloaded.This bytecodes loadedinto the JVM of the service
provider andthe serializedoroxy objectis instantiatedEventually the serviceprovider
usesthe registermethodof the lookup serviceproxy API to uploadits own service
proxy augmentedvith additionalservicedescriptionnformationto thelookupservice.

ServiceLookup. Clientsobtainserviceproxiesfrom thelookup serviceasdepictedin

Figurelb. A clientfirst performsthe samestepsasaserviceproviderto obtainalookup
serviceproxy from alookupservice.Next, a clientinvokesthe proxy’s lookupmethod
to querythelookupservicefor servicedt is interestedn.

In responsedo this invocationthe serviceproxy available at the lookup serviceis
transferredo the client. Beforethe serviceproxy is de-serializedits implementatioris
downloadedo the JVM of theclientby meanof thecodebasattachedo theserialized
proxy. After the client hasinstantiatedhe serviceproxy in its JVM it usesthe proxy’s

©Springer-Verlag



Lookup Service (ﬁ? Lookup Service
? Proxy
Lookup-Service- © © o
Proxy Download Service-Proxy Request Proxy Download
. Upload
Implementation™.
DOWﬂ/O ad g ............ »
Proxy Proxy
Join Server Client Server
a) b)

Fig. 1. Jini-Protocolsa) Discovery/Joinandb) Lookup

API to invoke methodslt is entirelyleft opento theimplementatiorof the proxy how it

processetheseinvocations.Someinvocationscanbe completelyperformedocally in

theclient's JVM. Othersmayresultin anetwork communicatiorio the serviceprovider
followed by remotecomputationsPart of the Jini philosophyis not requiringary par

ticularform of communicatiorbetweera serviceproxy andits provider. Developersare
freeto chooseary suitablecommunicatiorchannelsuchas TCP-soclets,Java remote
methodinvocationgRMI), CORBA objectinvocationsgetc.

With theJini approachtheimplementatiorof aservicecanbepartitionedarbitrarily
betweertheserviceproxy andthe serviceprovider. This featuredistinguishedini from
othercomparableserviceinfrastructuresThe mobility of Java bytecodes theenabling
technologyfor this approachat the costof requiringa JVM on both sides,the sener
andtheclient.

3 Requirementsfor Secure Componentinteraction

In this sectionwe identify severalrequirement$or a securecomponentnteractionin a
Jini environmentwhich have shapedhe architectureof ourimplementation.

Mobile CodeSecurityissues.If we compareheJini architecturdo “traditional” client-
sener systemdike CORPBA or the world-wide Web, we can spot one major differ-
ence:in all thesesystemghe client permanentlycontainsthe codefor communicating
with a sener. The protocol codeis part of the client andthereforepart of the client’s
trustedcomputingbaself aclientneedsomekind of security(lik e authenticatioror in-
tegrity), it canchooseto useary protocolthatprovidestherequiredsecurityproperties
(e.g.SSL). TheJini approachs fundamentallydifferent.Jini clientsdo notimplement
ary network protocolat all. They ratherrely on the services proxy objectto perform
thecommunicatiorwith the sener. As mentionecdbefore,proxy objectsoriginatefrom
some(usuallyuntrustedsourceon thenetwork. Thisincludesthedownloadandexecu-
tion of codefrom thatsource Clientsdo notknow whattheseobjectsaredoing.Studies
of thesecurityrisks of mobilecode(e.g.[RG98) usuallyfocusonthe protectionof the
executionplatform againstmaliciousactionsof downloadedcode.If we assumehat
effective protectionof the platform can be achieved by the Java sandboxmodeland
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appropriatesecurity policies [Gon9q, we still have a differentconcernhere:a client
doesnot andcannotknow whata proxy objectis doing with supplieddata.A security
approachhatis differentfrom thoseof traditionalclient/serer systemss thereforere-
quired.Becausehe proxy is suppliedby its associategerviceit shouldknow which
kind of securityis appropriatdor its applicationdomain.We thereforetrustthe proxy
to enforcethe correctsecurityconstraintsBy doing this we do not solve the problem
of mobile proxies—weshift it to the problemof how to establishtrustin proxy objects
and, by implication, trustin the serviceprovider that suppliedthe proxy. In the sequel
we describenow this canbeachieved.

Proxy Integrity. An obviousthing thatis requiredto establishrustin a proxy objectis
to ensurdts integrity. Theobjectshouldnotbechangednits way from theservice(via
thelookupservice)to theclient. As saidbefore,anobjectconsistof thetwo partsstate
and code.Both parts’ integrity mustbe ensuredlt is thereforenecessaryo digitally
signthe codeaswell asthe state.As we do not wantarybodyto obsene the in-traffic
servicedescriptionsthe connectiondetweerthelookupserviceandits clients should
beencrypted.

Lookup Servicelnteraction. Evenif we have encryptedcommunicationrand authen-
tic objects,we still have to trustthe lookup service.Evenif alookup serviceprovides
us with untampereddbijects,it might do so in an unfair manner Insteadof sending
usthe cheapesservice(or whichever we areinterestedn), it might alwaysonly sup-
ply its preferredserviceprovider. From a serviceprovider’s view eventhe knowledge
of a services existencemight be considereda valuableassetthat mustbe protected.
For example,a network operatormight have a Jini network managemensgervice.The
knowledgeof its existencemightbeinterestingto competitorsA competitorcouldfind
outaboutthatserviceby simply startingits own lookup servicewaiting for the service
to registeritself. It is thereforenecessaryor a client to trust the lookup serviceit is
talking to. This canbe achievedby requiringthelookupserviceto authenticatéself to
its clients.

Now that we trust the infrastructureijt is still possibleto have maliciousservices
registeredwith securelookup servicesWe thereforerequire servicesto authenticate
themseles to the lookup service.Likewise, clients too are requiredto authenticate
themselesto the lookup service.This is an obvious requirementasit is important
to make surethatonly authorizedoeopleaccessomebodys bankaccount.

An alternatve for the indirect authenticatior(via the lookup service)would be to
shift the authenticatiorto a mutualauthenticatiorprocedurebetweereachserviceand
client directly. Besidesthe disadwantageof needingauthenticatiormethodsin every
serviceinterface,trustcould only be establisheafter the proxy hasbeendownloaded
to theclient. This is too late asunknaovn code(e.g.the constructoror the methodfor
performingauthentication)s alreadyexecutedat the client.

Administativelssues.Sofar, thedescribedequirementsllow usto have trustedprox-
ies.No distinctionwasmadebetweerdifferentservicesthey all have the samesecurity

! Fromthe lookup services point of view, ary communicatiorpartner whetherit is anactual
Jini serviceor client, is considered client.
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level. But usuallydifferentlevelsof securityaredesired An exampleareadministrators
thathave accessightsfor moreserviceghanordinaryusersWe thereforepartitioned
the serviceshy introducingsecue groups Serviceghat have the sameaccesgestric-
tions are put togetherto form a securegroup. Every serviceregistrationis associated
with onesecurggroup.Clientsneedappropriateaccessightsto view andaccessnem-
bersof a group.The sameholdsfor servicesto preventthemfrom registeringin arbi-
trary groups they too musthave the appropriateaccessights. We thereforeintroduced
two differentaccesgights, namelyregister andlookup which arecurrently sufficient
to modelaccessightsto groups.

Summary To wrapup this sectionwe summarizeherequirementshatour securelini
architecturehasto fulfill:

signedproxy objects(codeandstate),

encrypteccommunicatiorwith lookupservices,

authenticatiorof all participantglookupservicesservicesandclients),
accesgontrolto servicesand

limited visibility of servicedescriptions.

Theserequirementdave guidedthe developmenbf a securelini servicearchitecture.

4  Architecture

Our designwasinfluencedby two objectives.First of all we wantedto presere com-
patibility with the existing Jini specificationsiegacg clients and servicesshouldrun
without changesSecondlyit wasour aim to keepasmuchaspossibleof the dynamic
behaior of a Jini federation,althoughthis conflictswith securityaspectsaswe will
show later

Figure 2 illustratesthe Jini architecturewith our security extensions:additional
componentsare a certification authority (CA) and a capability manager (CM). Cer
tificatesprovide for authenticatiorof all participants Capabilitiesare usedfor access
controlin the lookup service.The capability managemdministerghe rights for each
user

The only usablesolutionfor the problemof opaqueproxiesis trust. In a dynamic
ervironmentwith thousand®f servicest isimpossiblefor anentityto make adecision
aboutthe trustworthinessof eachserviceon its own. In our architecturehis processs
thereforedelegatedto the combinationof lookup serviceandcapabilitymanagerThey
arepartof thetrustedcomputingbaseof our architecture.

Securetransferof the proxy is guaranteedy addinga digital signatureto the re-
sponsamessagécallback)of thelookup servicein the discovery protocol.Servicede-
scriptionsare kept private by an encryptedconnectionbetweenookup serviceproxy
andlookupservice.

We have introducedthe conceptof securegroupsin the lookup service.Every ac-
cessto thesegroupsis controlledby capabilities A lookup serviceclient mustpresent
appropriatecapabilitiesfor bothregisteringandlooking up servicesThroughthisit is
possibleto restricttheregistrationin groupswith high securityto known serviceswvhich
meettherequirementsandto controlto whomthe servicedescriptionsarepassedSer
vicesin othergroupsareinvisible.
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Fig. 2. Securelini Architecture

4.1 Certification Authority

Certificatesprovide for authenticatiorof all participants.They are signedby a well-
known certificationauthority whosepublic key is assumedo be known by everyone.
A certificatebindsanentity’s publickey to its distinguishechame For authenticatioran
entity provesthatit possessethe correspondingrivatekey usingachallengeresponse
protocol.

Therearefour cateyoriesof certificatesandkeys issuedby the CA:

1. for signingsystenclassesandLUS proxy code,

2. for thecapabilitymanageusedto authenticat@andsign capabilities,
3. for lookupserviceausedto authenticat@ndsignLUS proxies,and
4. for clientsandservicesusedfor authentication.

A signaturds rejectedf the signers certificatedoesnot belongto the appropriatecat-

egory. This ensureghat an entity cannotsimulateanothercomponentithout proper
authorization.The useof certificatesandthe administrationof the capabilitiesrequire
someinitial configuration.The lookup serviceadditionally usesthe capability man-
agers key to verify the presentectapabilities. Theseadministratve requirement®b-

viously reducethe dynamicsof a Jini federationin which otherwisearbitrary services
andclientscanparticipatewithout any controlrestrictions.

4.2 SecureLookup Sewice Discovery

Beforeary interactionoccurs,both client and servicehave to locatea lookup service
usingthediscovery protocols.As aresulta participantgetsa proxy for the lookup ser

vice which performsthe actualcommunicationThe proxy is transferredasa serialized
objectwhich containdgts codebasandits state.lt is importantto assurahatthis proxy
arrivesunmodifiedandthatit is authentic.The signaturefor the transferredserialized
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objectandthesigners certificatearethereforeaddedattheendof theresponsenessage
of thelookupservice.Thisguaranteesompatibilitywith the existing protocolsbecause
the additionaldatais ignoredby standarctlients. The signaturecanbe usedto verify
theintegrity andto identify the signer

If the proxy classesare unknown, the codewill be loadedfrom the web sener
indicatedby the codebasén the serializedobject. Again it hasto be ensuredhatthe
classesrrive unchangedandaretrustworthy. This canbe achieved by signedclasses
usingthe standardnechanismgdava alreadyprovides.Beforean entity usesthelookup
serviceproxy it hasto verify the signatureof both objectand codeandhasto make
surethatthe signersareauthorizedoy the CA.

4.3 Lookup Sewice

In our extendedarchitecturghe lookup serviceis not only the maincomponenin the
servicediscovery processhut alsothe centerof the trustedcomputingbase.lt hasto
enforcethe capability-basedccesontrol mechanismand assurethe privagy of the
servicedescriptionsTherefore thelookup servicehasto be authenticandthe commu-
nicationwith it mustbe secure.

The lookup servicepermanenthifistensfor requestmessagedt is thereforeopen
for denialof serviceattacks A messagdormatwhich supportsauthenticatiormay be
a solution.In this casethe lookup servicewould not even respondunlessthe request
is from an authorizedsource.We did not evaluatethis option becausef our goal of
compatibility Practicaltestshave to shov whetherthisis arealsecurityproblem.

4.4 Secure Groups

To simplify the administrationof accessontrolandto make a differentiationbetween
secureandlesssecureservicespossiblewe have decidedto organizeservicedescrip-
tions in groups.Thesegroupsare not to be confusedwith Jini’'s group conceptfor
organizinglookupservicesWe thereforedevelopedanorthogonakoncepfor theman-
agemenbf servicesA client or serviceneedsaccessights for a securegroupbefore
it is allowed to performary actionon it. Every entity provesits authorizationby an
appropriatecapability

It is usefulto arrangethe groupsin a hierarchy An authorizationfor a groupim-
plies the samerights for all subgroupsBY this, a numberof groupscanbe unitedin
a simple manner A groupis representedby its namewhich is denotedlike a pack-
agenamein Java: group.subgroup.sigubgoup. .. For example,we canhave the two
groupsito.printers.deskjetaind ito.printers.lj4000which containservicesfor different
printers.Theright for ito.printerspermitsaccesdo all availableprint services.

To maintaincompatibility with the Jini specificationsa specialpublic groupexists
which can be accessedvithout any permission.Legag/ servicesand clients usethis
groupfor registrationor lookup.

4.5 Capabilities and the Capability Manager

A clientor serviceprovesits authorizatiorto thelookupservicethroughacapabilityob-
ject. A capabilityis similar to a certificatethat containsan entity’s nameandits access
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rights.It is signedby a centralauthoritycalledcapabilitymanagerThe CM administers
a list of namesandthe associate@ccessights. Uponrequesthe CM createsa capa-
bility objectandsignsit with its privatekey. Capabilitiesallow for offline verification,
i.e., the verificationcanbe doneevenif the CM is not accessibleLik e a certificate,a
capabilityis not delegateableandcanonly be usedby anentity which canproof thatit
is thementionedsubjectHence thereis no needto protectthecommunicatiorwith the
capabilitymanageralthoughit is definitelynecessaryo protectthe capabilitymanager
itself from unauthorizedhccess.

We have implementedtapabilitymanagerssJini servicesFor this purposea spe-
cial group hasbeenintroducedin which registrationis restrictedto authorizedCM
servicesonly, but lookup is opento all users.This is necessaryor the bootstrapping
processpecausean entity mustgetits capabilitiesbeforeit canaccesgestrictedser
vices.

5 Implementation

Theimplementatiorof our securityarchitecturds basedn the sourcecodethatcomes
with Sun’s referenceimplementatiorof Jini (version1.0). The partswe changedare
the implementatiorof the lookup serviceandthe classesvhich handlethe discovery
protocols.Additionally, we have implementeda capability managelasa separatelini

service.

Sun’s implementationof the lookup serviceis called Reggie (packagecom.sun.
jini.reggie). It consistsof two parts:the actualdirectory service(Registrarimpl) and
a proxy object (RegistrarProxy. Both communicatevia Java’s RMI mechanismWe
protectthe RMI messagexchangeby tunnelingRMI traffic throughthe SSL proto-
col. An SSL soclet is thereforecreatedinsteadof the standardsoclet. SSL hasthe
adwantagethat besidesencryptingthe communicatiorit canalsobe usedfor authenti-
cationof participantsThe freely availableITISSL [Pop99 packagehasbeenusedas
implementatiorof the SSL-API. The lookup serviceauthenticategtself by presenting
its certificatein the SSLhandshak.

Thecertificatesusedoy SSLareissueddy acertificationauthority In anexperimen-
tal setupthe ca-tool thatcomeswith ITISSL is sufficient. In a deploymenternvironment
a commercialvariantshouldbe used.The securityof the architecturehighly depends
onthecorrectuseof certificates.

Thefunctionality of the lookup serviceis describeddy the ServiceRgistrarinter-
face(packagenet.jini.core.lookup. We addednew lookupandregister methodswhich
take the users capabilityanda groupnameasadditionalparametersThe groupname
indicatesthe desiredgroup for registrationand lookup. Accessrights for this group
mustbe implied by the presenteatapability The lookup serviceotherwiserejectsthe
requestedction.

A capability consistsof a nameanda list of permissionsWe use signedobjects
(java.securitySignedObjedtfor capabilities.A specialpermissionclassdescribesan
entity’s rights. It is similar in structureto a file permissionwith the group beingthe
targetandregister or lookupbeingthe possibleactions.The capabilitymanageis im-
plementedasa Jini serviceandcommunicatesvith its proxy via RMI over SSL.
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6

Example Scenario

In this paragraptwe describean examplescenariato clarify the communicatiorflow
in our extendedarchitectureOur scenariaconsistof a servicewhich wantsto register
itself in thegroup”secureservicesanda clientwhich performsalookupin this group.
We assumehat all certificatesand capabilitieshave alreadybeensetup andthat the
capabilitymanageis registeredat the LUS in the specialgroup”capability”.

Serviceregistration:

1.

Lookup Setvice Discovery. The servicesendsa corventionalUnicastDiscovery
Requesimessagandgetsan extendedresponsdrom the lookup service. This re-
sponsecontainsthe signaturefor the lookup serviceproxy and the signers cer
tificate. Beforethe serviceusesthe proxy object,it checksthe certificateandthe
signatureThe proxy is rejectedif the certificateis not of the appropriatecateory
or theissueris nota known CA. Ondeserializationthe codeof the proxy objectis
loadedfrom awebsener. It is only acceptedf it hasbeensignedby anentity that
hasobtaineda"classsigning” certificatefrom the CA.

. Secure communication/Authentication. The lookup serviceproxy establishea

securecommunicatiorsessiorbetweerthe client andthe lookup servicewith mu-
tualauthenticationCommunicatioris stoppedf thelookupservicecannotpresent
acertificateissuedby atrustedCA. Theserviceusests own certificatefor proving
its identity.

. Capability Manager lookup. The servicecalls the LUS proxy’s lookup method

to find aninstanceof the capabilitymanagerlt specifieghe group”capability” as
parameterThis ensureshatonly trustedCM serviceswhichareallowedto register
in this specialgroup,arereturned.

. Obtaining Capabilities. The serviceasksoneof the CMs for its capabilities.The

CM consultsits databasendcreatesan adequateapability objectcontainingthe
permission®f this service. The capabilityis deliveredinsidea signedobjectusing
the CMs privatekey to guarantedts authenticity

. Registeringat the LUS. The servicecallsthe LUS proxy’s register methodwith

thedesiredgroup”secureservices andits signedcapabilityasadditionalparame-
ters.Thecapabilityis only acceptedf the containechameequalshedistinguished
namepresentedluring the authenticatiorphase(seestep?). The LUS verifiesthe

signatureof the capabilityusingthe CM’s public key andchecksif the permission
for thespecifiedyroupis implied. Uponsuccesghelookupserviceaddstheservice
descriptionto this group,otherwiseit rejectsthe operation.

Clientsideservicelook up: Stepsl to 4 arethesameasabove.

5. Sewice lookup. The client calls the LUS proxy’s lookup methodwith the group

"secureservices"andits signedcapabilityasadditionalparametersThe LUS ver

ifies the capabilityandchecksif the permissiorfor the specifiedgroupis implied.

Upon successt returnsall servicesof this group which matchthe given service
template.

. Sewvice use. The client selectsone servicefrom the resultand usesthe service

proxy for furtherinteraction.
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7 RelatedWork

Thereareafew researcleffortsthatpartly dealwith thesameareaasthework described
in this paper A numberof othertechnologiesnablingdynamicservicediscovery ex-
ists.Amongthosewe choseSLPandSDSandtake ashortlook attheirsecurityfeatures.
Anothereffort promisingto bring securitypropertiego the Jini architecturas the RMI
SecurityExtension.

ICEBERGServiceDirectory Service The SDS[CZH199] is the centralservicetrad-

ing componenbf thel CEBERGprojectatUC Berkeley. Serviceprovidersusethe SDS
to adwertiseservicedescriptionswhile clientsusethe SDSto queryfor servicesthey

areinterestedn. Servicesaredescribedvith XML [BPSM9§ documentghatencode
differentservicepropertiese.g.,servicelocation.SDShasbeendesignedvith security
propertiedn mind. All securitycritical communicatioris eitherencryptedor authenti-
cated.Similar to our approacttapabilitiesareissuedby a capabilitymanageto allow

serviceprovidersto registertheir serviceswith anSDSsener.

ServiceLocation Protocol. SLP [VGPK97 is a servicetrading architecturethat en-

ablesserviceprovidersto registerservicedescriptionwith a centralcomponentalled

directory agent Although communicationbetweenSLP componentds unprotected,
SLPoffersso-calledauthenticatiorblocksto digitally signmessaget ensurantegrity

of the transmitteddata.SLP doesnot specifyhow key distribution shouldbe managed
in anSLPernvironment.

RMI SecurityExtension. Sun Microsystemsis currently working on an extensionto
RMI thatis supposedo allow securdnteractionwith RMI-basedsenersincludingthe
establishmenof trustin downloadedproxies.The specification[Sun994 is currently
in draft status.t allows fine-grainedcontrol of differentsecuritypropertiesWhile the
extensionis currentlyonly aimedat RMI it is supposedo be possibleto usethe same
methodsandinterfacesor othermiddlevarearchitecturesswell.

The mostinterestingpart of the specificationdealswith the establishmenof trust
in downloadedproxies.The basicmethodusedhereis to allow only trustedcodeto be
run. Furthersecuritypropertieqe.g.authenticatiomndencryption)arethenguaranteed
by thetrustedcode.TrustedcodeincludesdynamicallygeneratedRMI stubs.If aproxy
is notaninstanceof atrustedclassit is askedto presentinothembjectwhichis trusted.
Theassociatedeneris thenaslkedif it truststheoriginal object. This methodseemdo
restrictspontaneouretworking to RMI-basedservices.

Furthermorea few problemsthat we regard as essentiabre not addressedrirst,
objectsareinstantiatecbeforeestablishingrust. Malicious codecould thereforebe ex-
ecutedin the constructorof the proxy. Secondly the specificationis aimedat RMI in
generabnddoesnot addresdini in particular Servicesarethereforestill visible to ev-
erybody Differentsecuritylevelscanonly be enforcedafterdownloadingthe services
proxiesanddependn their enforcemenby every clientandsener.
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8 Conclusionand Future Work

With our approactwe believe to have solved the mosturging securityproblemsin Jini
ervironments Clientscansafelyassumehatthe serviceproxiesrunningin their JVM
have beenproperlyauthenticatedo the securityinfrastructureand have beenshipped
withoutlossof integrity. Serviceprovidersthemselestrusttheinfrastructurethatonly
clientswith the correctcapabilitiesareableto accesshem.This might beimportantin
thosecasesvhereserviceprovidersareonly interestedn the factthatservicesareac-
cessedy authorizectlientsonly, without exactly knowing theidentity of theclient. We
think thatfor mary applicationareaghe factthatthe infrastructureguaranteesertain
securitypropertiesimplifiesthe developmentandshipmentof servicedo a significant
extent.

While we presenteda solutionto the problemof secureserviceregistrationand
lookup, it is importantto notethatthis coversonly a partof the Jini architectureThe
Jini specificationglescribea numberof further conceptghat were not consideredn
our researchTheseconceptsare leasing,distributed events,and transactionsWe do
notknow yetwhatthesecurityconcernsare,notto mentionhow to solve possiblerisks.

Butevenin thepresentedrchitectureafew questiongarestill open We assumehat
thereis onecentral CA. In a dynamicervironment,a distributed architecturewould
probablybe a morefavorablesolution. An overview of work in this directioncanbe
foundin [Per99.

Despitetheobviousadvantage®f a secureserviceinfrastructureve shouldnotfor-
getthatit doesnot comefor free. The dravbackis the partial loss of “spontaneity”
of client/servicenteractionsvhich wassaidto be oneof the main advantagesf Jini.
Pluggingdevicesandservicesnto thenetwork, spontaneouslfindingthesedevicesvia
the lookup service,andusingthemare easilydone.Establishingrust relationshipsn
suchspontaneousrvironmentsseemgo be a taskthatresultsin a decreasef spon-
taneity sinceprior to actualuseadministratve processesge.g. distributing keys) must
take placefirst.

Openis the questionwhetherthe trade-of betweentrust and spontaneitycan be
avoided by additionalmeansthat take the mobility of usersanddevicesinto account.
We think thatmobility is lik ely to beadriving forcefor changingserviceervironments.
Furtherwork aims at identifying propertiesand usagemodelsthat may facilitate key
distribution andgrantingof capabilitiesin our architecture.
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