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Abstract

Thispaperdescribesnarchitecturdor managemergervicesThearchitecture
consistsof a numberof small componentseachperforminga highly specialized
task.Togetherthey form adynamic,highly automatedyetintegratedmanagement
system. The componentsre plug-and-playservicesthat useJini to dynamically
establishcommunicatiorinks amongthemselesandform transientmanagement
federations. Our architectureis built arounda configurationservicewhich pro-
videsfor consistentonfigurationof managedesourcesWe identify a numberof
commonmanagemenscenariosand demonstratdnow they canbe supportedby
our system.

Keywords: Event-basednanagementCORBA-basedmanagement)ini-basedman-
agementJava, Web-basednanagementistributed-systemsanagementistributed
management

1 INTRODUCTION

For mary years,managemenf networks anddistributedsystemshasbeenshapecn
onehandby dedicatedmanagemenarchitecturessuchas OSI-MF/TMN and SNMB,
andon the otherhandby monolithic managemenplatformsandframeworks, suchas
HP Operview, IBM Netview, or CA Unicenter SNMP’s restrictednformationmodel-
ing techniquesnake designingmanagemerapplicationccomplex andawkward. Both
SNMPandTMN arethereforecomplex technologiesndmanagemerplatformssup-
porting oneor even both of themarejust ascomple<. Not only do suchplatformsre-
quire appropriatehardwareandexpensve software,they alsoneeda complex analysis
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processa matchingorganizationaframework and constantustomizationconfigura-
tion, anddevelopment.Therefore only large organizationsanafford to investin this
procesandthe highly specializechumanresourceso run the systems.

Currentandwidely usedtechnologiedike CORBA, theWorld Wide Web (WWW),
andJavahave led to astrongtrendof replacingthe special-purposmanagemerdrchi-
tecturesby multi-purposemiddlewareinfrastructures.Theseinfrastructuresallow for
cheapoff-the-shelfcomponentssuchasthe CORBA CommonObjectServicedNam-
ing, TransactionLife-Cycle, etc.), and are available to a broadrangeof developers,
programmersandoperatorsHowever, we have to distinguishbetweertwo basictypes
of approaches:

e The WWW andrelatedtechnologiegely on a documentorientedinformation
modelanda streamorientedcommunicatiormodel. Thatis, they arebasically
usedto sendsemi-structuredHTML) information with a simple file transfer
protocol(HTTP) to humanusers(browsers).Severalenhancementg.g., XML,
CGl scripts/servletsand ECMA script/J&a applets,enablepowerful front end
andbackendapplications.Eventhoughthe WWW providesa well-known and
widely availableuserinterface the overall architecturas essentiallyestrictedo
atwo-tieredclient/sererapproach.

e The otherimportantkind of middleware is representedy CORBA, DCOM,
DCE, EJB,etc. Thesetechnologiesisuallyprovide anobject-orientecbr atleast
object-basednformation modeland a synchronoustask-oriented RPC) com-
municationmechanism. This allows for arbitrary distribution of components
andthe constructiorof two-tier, three-tierandevenn-tier applications.Objects
transparentlcall well-known methodsof otherobjectsbasedon strongtyping
andefficientdispatching.

Both approacheave particularstrengthsand weaknessesDistributed applica-
tionsin generalandmanagemerdpplicationsn particulat oftenneedfeaturesof both
worldsandstrongintegrationmechanismsrerequired.

We believe thatthe generatrendtowardsthe useof multi-purposemiddlewarein-
frastructureswill ultimately leadto an openarchitectureof small, highly specialized
managementomponents.The architecturemustallow for the formationof arbitrary
managemenfederationsand managemenapplicationson demandin an automatic
fashion,or with only little additionalassemblywork. It alsohasto enableeasyex-
tensibility by integrating new servicesaswell aslegag/ managemenprotocolsand
applications.Administrationof resourcesservicesand managemensgervicesshould
be performedmostly automaticto free administratordrom tasksbetterperformedby
machines.

To investigatethe possibilitiesand challengeof suchan architecturewe defined
andimplementeda setof componentavhich enablea numberof examplescenarios
andrepresent basefor further managemenapplications. Since configurationman-
agementi.e., deploymentandmanagememf managemengervicesandrelationships
amongthem,is aprerequisitdor enablinga managemerfederationwe have grouped
our componentg&rounda configuratiorfacility.
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Dueto our incorporationof new aswell asexisting managemenserviceswe did
not restrictourselesto a singlecommunicatiorprotocol. Componentsre currently
integratedusing CORBA, Java RemoteMethod Invocation(RMI), andthe Hypertect
TransferProtocol (HTTP). User interfacesare built using Java’s Swing packageas
well astheHypertext MarkupLanguaggHTML) andtheExtensibleMarkupLanguage
(XML). Toreachourgoalof dynamic,automaticandad-hodormationof management
federationsve employ the Jini connectiortechnology{24] asour serviceframeanork.

The paperhasthe following structure. Section2 discussesomespecificscenar
ios where our architecturecan be successfullyapplied, while the following section
investigatesomerequirementsesultingfrom thesecasestudies.We thengive a brief
introductionto Jini in Section4. Section5 presentshe designof the architectureand
Section6 goesinto somedetailsof theimplementation.Beforewe concludein Sec-
tion 8 we provide a comparisorwith relatedwork in Section7. A shortenedsersion
of this paper{4] will appeaitin a specialissueof the Journalof Network andSystems
Managemen(IJNSM).

2 SCENARIOS

To introduceour architecturewe startby describinga few scenariosvhich we think

aretypical network managementasks. By analyzingthesescenarioswe caniden-
tify the componentshat are neededo supportthesetasks. The scenariosare not fo-

cusedon anadministratorswork but describetasksperformedby differentpeoplein a
medium-to large-sizeccompaly. All scenariogrecenteredaroundthe administration
of a work-groups printer. As thesescenariosshov, humaninterventionis required
only in abnormalkases.

First, let usassumehatsomebodys printing alargedocumentAfter afew pages,
theprinterrunsout of paper Usually, the personprinting thedocumenfinds out about
the missing paperwhen trying to pick up the printout. The userhasto add some
paperand wait somemoretime for the job to be completed. A bettersolutionis to
be notified by the printer assoonasthe problemoccurs. To supportthis, the out-of-
papemotificationhasto be dynamicallyroutedto thepersonthatsubmittedhe current
print job. Thereis no needto forward the messageo a centraladministratorasthis
problemcanbe betterfixedlocally.

A similar problemoccurringon aregularbasisis missingtoner Here,too, the no-
tification shouldbe dynamicallyrouted,in this caseto the personin chage of refilling
the toner, who is probablynot the onewho submittedthe currentprint job. Instead,
the messagecould be forwardedto the supply room who can automaticallysenda
new tonercartridgeto the appropriatedepartment!f they areout of stock,moretoner
couldautomaticallybe orderedfrom their supplier As thesetwo examplesshaw, it is
importantto sendnotificationsto differentdestinationglependingon their type.

In caseof a serioushardware defectin the printer, the fault notificationhasto be
sentto yet anothemperson—thecompary’s systemadministratorwho canthencall a
servicetechnicianto fix the problem. If the failure occurswhile the systemadmin-
istratoris not at her desk,the failure notification shouldbe forwardedto her PDA or
cellularphone.Of course gvery eventshouldalsobeloggedin adatabaseTheselec-
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tion of anotification’s destinatiorshouldusuallyhapperautomaticallywithout human
intervention.

To find out aboutthe printer’s problems the servicetechnicianwould connectto
the compaly’s network andcollectrequiredstatusinformationfrom the printer. This
shouldideally happenbeforethe technicianleaves his office, ensuringthat he takes
alongtherequiredparts.If the problemcannotbefixedon site,anew printermight be
installed(eitherasatemporaryor permanenteplacement)Theinitial configuratiorof
sucha new printer shouldbe mostly automatic gettingthe requiredinformationfrom
servicedn the network. For example,InternetProtocol(IP) addressesanbeacquired
from a Dynamic Host ConfigurationProtocol (DHCP) sener, printer drivers can be
downloadedfrom the vendors web site, and usersare notified of the new printer by
somekind of servicebroker.

Installinga new printeris alsoneededf theold oneis commonlyoverloaded.An
intelligentinfrastructureshouldconstantlymonitorthe queuesizeof theprinterspooler
andnotify the administratoiif excessie loadis regularly detected.

If anadministratodiscoversthatnew toneris requiredevery otherweek,shemight
wantto introduceaccountingto monitor usagebehaior. In our component-basedr-
chitecturethis would only require startingan accountingservicesomavherein the
network. The new componentould automaticallyfind all printersand askthemto
sendaccountingrecordsto it. Dependingon the dataformat usedby the accounting
service|t is easyto make the collecteddataaccessibleia the Web, sothatemployees
canlook attheir printing history.

3 ANALYSIS

By analyzingthe above use-caseswe canidentify a numberof propertiesthat our
communicatiorinfrastructureneedgo offer, aswell asa numberof serviceghatneed
to bepresensomavherein the network.

3.1 Infrastructur e Requirements

Our architectureconsistsof a large numberof small componentsvhich have to dis-
cover andinteractwith eachotherat run time. As this is a recurringproblemthatall
componentgace,the communicationinfrastructureshould supportthis functionality
andeaseits usage.For both problems—communicatioacrossa network andfinding
services—aumberof solutionsexist. Communicatiorcanbe performedvia CORBA,
Java RMI, plain soclets,etc. Locatingservicess possiblevia COSnamingservices,
RMI registries,andso on. However, thesetechnologieglo not completelysatisfyour
aim. They all requireclientsandservicego know thelocation(usuallyan IP address)
of the namingserviceand,asour ultimategoalis to minimize pre-configurationthis
is notacceptableClientsshouldconfigurethemselesasautonomouslhandautomati-
cally aspossible Jini wasfoundto supportthis requirement.
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3.2 Required Sewices

From the scenarioslescribedabore, we candeducethe componentsieededo solve
therespectie managemertasks.It is assumedhatwe aredealingwith a“traditional”
network printerwhichis notJini-enabledbut hasothermeans|ik e the SimpleNetwork
ManagemenProtocol(SNMP), to communicatewith the outsideworld. We consider
suchadevice an“inherited” device, andconsequentlgall mechanisms$o accessuch
a device “inherited” protocolsor “inherited” interfaces.All othercomponentsareas-
sumedto be Jini-enabled.This is of coursetrue for all componentshatwe introduce
in our architectureput currentlynotfor userapplicationdik e aword processar

To integratea particularinheriteddevice into a network we have introducedthe
concepbf aso-calledNanny[3], avirtually uniqueentity for eachdevice, which takes
careof it. A Nanry canbe seenassomesortof extendedlini device bay which com-
binesspecificknowledgeaboutits protege with context specificknowledgeaboutthe
surroundingnetwork. Henceit doesnot only integratethe inheriteddevice into a Jini
framawork but into arbitrarynetworksof services SincetheNanry is thedriving force
behindthe integration of the device it requiresa numberof supportingmanagement
servicesaccordingto theinheritedinterfacesof the device. Thesearedescribedn the
following paragraphs.

SNMP trap sewice. Ourfirst scenaricuseseventnotifications.To beableto handle
themthey mustfirst be capturecandmadeavailableto interestegparties.We therefore
needa servicethat acceptsSNMP traps, transformsthem to Jini eventsand passes
them on to registeredlisteners. For our printer, its Nanry is sucha listener Since
the Nanry knows aboutthe device it caresfor, it is ableto derive specificinformation
from the genericevent objectandforwardit to appropriateparties,e.g., the printing
service. Dependingon the type of the event, the receving servicemay forward the
eventto anothereventlistener e.g. ,to theuserwho submittedheprintjob or theprinter
administrator During the integrationphaseof the printer, the Nanry is responsibldor
configuringthe IP addres®f the SNMP trap servicewithin the printer.

SNMP gatewayservice. Not only needSNMP trapsbe captured further manage-
mentvia SNMP must be possible,e.g., when a servicetechnicianwantsto access
statusinformationof a printer An SNMP gatevay servicemustthereforeexist which
canbeusedby clientsto issueSNMP commandsndreturntheresults.

Protocol sewvices. Sincethelow level andinitial configurationof the printeris usu-
ally provided throughinherited protocols,appropriatelini-enabledvariantsof these
servicesnustbe providedby the architecturee.g.,a DHCP serviceanda Trivial File

TransferProtocol(TFTP) service. The Jini-enabledvariantsdo not only make thema

partof aJinifederationthey alsooffer appropriaténterfaceso allow for configuration
andeventregistration.

Printing sewice. Becauseheprinteris usedby applicationsthe Nanry shouldpro-
videaJiniwrapperofferingtheserviceof theprinterthroughappropriaténterfacesand
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attributes.In this casetheprinterwill bediscoreredby thealreadymentionedorinting
service. However the printing serviceitself may make useof more genericbaseser
vicesto split up its task,suchasa queueingserviceanda userserviceto authenticate
usersandkeeptrackof theissuedprint jobs.

Accounting sewvice. Enablingaccountingequireghe startof anaccountingservice.
It collectsaccountingdatafrom all accounting-enableservicesandallows other(au-
thenticated)entitiesto accesghe collecteddata. The accountingserviceregisters
with otherserviceswhenit starts;theseservicesthen sendit accountingrecordsas
necessaryThus,servicessupportingaccountingnustexposemethodshe accounting
servicecanuseto registerwith themandmustsendtherequireddatato theaccounting
service.

Configuration sewice. Finally, we canforeseethat somesortof configurationser
vice is necessaryto take careof consistentconfigurationmanagement.This is de-
scribedin moredetailin section5.

Further components. Findingoutaboutfrequentoverloadss aclassicalmonitoring
problem. Two partiesareinvolved—onethat monitorsandone beingmonitored. Be-
causethe monitoringcomponentccesseservicesbut doesnot offer a serviceto the
Jini federation,it is not registeredasa Jini service. Monitored servicesmustexpose
methodsfor supplyingmonitoring data. Dependingon the frequeng of events,data
transfercanfollow a pushor a pull model. A descriptionof thesetwo modelscan
befoundin [14]. If the monitoringcomponentdiscoveredthe frequentoverloadof a
printer, it cansendanappropriatenessageg.g.,to the systemadministrator

4 THE JINI INFRASTRUCTURE

Forabetterunderstandingf thereasonsvhy we choselini asourserviceinfrastructure
we presentnoverview of therelevantfeaturesof Jini in this section.

Servicesin a Jini systemannounceheir availability by registeringwith the sys-
tem’s servicerepository the so-called‘lookup service”(LUS). Thelocationof lookup
servicesdoesnot needto be known in advanceasthey canbe found at run time by
using Jini’'s multicastdiscovery protocol. Clients can get referencedo servicesby
queryinglookup services.A Jini federationis formedby all servicesandclientscur-
rently participatingin the system.Theboundarie®f onefederationaredefinedby the
reachabilityof one particularlookup serviceinstance. Throughoutthis paperwe use
theterms*“service” and“component”. Thereis a slight differencebetweenthesetwo
terms. Componentareall entitiesthatare partof a Jini managemenfederationj.e.,
servicesaswell asclients. Only componentghat are servicesin the Jini sensej.e.,
entitiesthatregisterwith lookup servicesarecalledservices.

Anotherfeatureof Jini thatwe male frequentuseof is its protocolindependence.
Servicescanuseary protocolto communicatewvith their clients. This functionalityis
enabledby Java’s codemigrationfacilities. Servicessendprotocolenginesn form of
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proxiesto their clients. Clientsonly needto know the (Java) interfaceof a service,
not the actualimplementatiorof the serviceor its proxy. This protocolindependence
allows for the easyintegrationof inheritedservicesastheseonly needto be wrapped
in athin Jini layer. Communicatiorprotocolsdo not needto be mediated corverted,
or changed.

5 ARCHITECTURE AND MAIN COMPONENTS

Fromthe managemenpoint of view a distributedsystemconsistof a setof managed
resourcesvhich are monitoredand controlledby a setof managemenapplications.
Dueto the very natureof beingdistributed,eachcomponenhasits own partial view
of the overall configuration,i.e., its own relationshipsto othercomponents.Hence,
this configurationwill not necessarilyoe consistentthatis, arbitrarypairsof compo-
nentsmay have differentnotionsof their mutual relationships.This is true even for
centrallymanagedystemar if only onemanagemerdapplicationexists. We therefore
believe thatthe major challengefor a frameawork or platform for the managemenof
distributedsystemss to presere the consisteng of the configuration,in particularif
themanagementystemitself is distributed.

Figurel depictsanabstracwiew of ourarchitectureThemanagemerdpplications
(MA) managedheresourcegMR) througha configurationlayerwhich ensuregonsis-
tentrelationshipsamongcomponents Of course, mostmanagemenactions(suchas
performancananagemenbr fault detection)do not primarily changethe configura-
tion. It is neverthelessiseful—atleaston the architecturalevel—tolet all eventspass
throughthe configurationlayer, as mostfunctionalmanagemenareasuseconfigura-
tion information, e.g., by routing or correlatingalarmmessagebasedon the service
topology Consequentlythe centralor atleastvirtually centralcomponenbf our man-
agementrchitecturas the configurationservice.

( ma J ( ma )] ([ MA ) [ MA )

it
@gurationc@o >
3L

| MR || MR || MR |[ MR | [ MR | [ MR |

Figurel: Abstractarchitecture

5.1 Configuration Sewvice

Theconfiguratiorservicedoesnotonly storeconfiguratiordatabut alsotakesanactive
partin configurationmanagementMechanismghat allow managemenapplications
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to changeandretrieve (pull) configurationinformation are thereforerequired. Fur-
thermore facilities to actively pushinformationchangesandnotificationsaboutsuch
changedo interestedpartiesare needed. Pushinginformation changeso managed
resourcesneansto reconfigurethem; pushinginformation changeto management
applicationanakesthemaware of configurationchangessuchasnotifying anadmin-
istrator aboutchangesn the servicetopology To keepthe configurationserviceas
simpleaspossiblewe conceptuallysplit it up into severalsub-services:

1. A repositorywhich persistentlystoresconfigurationdata,andprovidesaninter-
faceto changeandretrieve dataaswell asto subscribeéo changesvents;

2. A rule basewhich containsrulesandpolicies[15] to presere the consisteng of
theconfiguration;

3. A schedulingtime) servicewhich maytriggeractionsin therepositoryatcertain
times,suchasto checkfor subscriptiorexpirations;

4. Protocoladaptordo corvert configurationinformationaccordingto the respec-
tive informationmodeland/orcommunicatiormodelof the managemenrappli-
cationsandmanagedesources.

Dueto its implementatiorhistoryour configuratiorserviceis not strictly separated
into theseparts(cf. section6.1).

5.2 Obsewation and Controlling Sewices

We will not go into the detailsof all managemenservices. Insteadwe will try to
distinguishbetweenmanagemenservicesthat mostly monitor the distributed system
andserviceghatchangéts behaior. Of course someservicesactin bothroles.

Monitoring . Monitoring is the classicaltaskof mostmanagemensystems.For the
sale of simplicity, monitoringis often performedby managemenservicesand man-
agemengpplicationghroughpolling theappropriatedatafrom the managedesources
(SNMP).Only critical eventsareforwardedactively by the managedesourcesHow-
ever, only few statechangesf the managedesourceshave a directimpacton the
behaior of the systemin termsof reconfiguration. Neverthelessmanagemensys-
temsmustkeeptrack of the global picturenot only to reactto emegeng situations
but alsoto allow for proactive managemerti avoid critical situations.Therefore we
enablemanagemengervicedn anobsenrerrole to reactto changesn a dynamicway
accordingto the needsof the organizationrunningthe distributed system. For exam-
ple, a printer runningout of tonermay be ignoredby the managemensystemin most
organizationsut may be critical to others,suchasin a stockexchange We therefore
stronglyencouragehe useof eventsin managemerto allow for appropriateeactions
accordingto anorganizations needsandpolicies.

Jini helpsus provide management-rel@ntnotificationsasoneof its corefeatures
aredistributedevents. Every servicein our systemis requiredto provide notifications
andappropriatesubscriptioninterfaces.As event sourceslo not distinguishbetween
differentlistenersflexibility in reactingto eventsin arbitrarywaysis ensured.
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Control. Eventpropagations notonly usedfor monitoringpurposesut alsoto for-
ward configurationstatechangedo arbitrarytamgets. Tamgetsare managedesources
which may bedirectly reconfiguredaswell asmanagemendpplicationswvhich might
take furtheraction,suchasperformingcomplex reconfiguratioriasksor notifying ahu-
mansystemadministrator Statechangesnight be dueto spontaneousventsin man-
agedresource®r reconfiguratioractionsby managemerapplicationsandby human
systemadministratorgseeFigure 2). Our managemenarchitectureallows manage-
mentapplicationgo establisharbitraryandcomplex controlloopsthroughourmanage-
mentservicestherebyimplementingarny desiredmanagementvork flow. Of course,
all entitiesmayalsooffer corventionalqueryandchangenterfaces.

vent

C(msole Management Correlation,
Accounting,
Appl|cat|ons —J

Conﬂguratlon ;%

Managed Resources % %

Legend: —®™ Events ¢—> Query/Change

i

Figure2: Extendedabstractarchitecturevith arbitrarycontrolloops

5.3 Internal Sewice Ar chitecture and UsedTechnologies

Figure 3 shows our architecture.We have replacedsomeof the genericcomponents
with their concreteimplementationsand refer to the technologiesused. The figure
doesnot containall relationshipbetweenthe managementomponentandthe man-
agedresourceslinstead,t is restrictedto the mostimportantrelationshipsaandtypical
examples.

Thevariousparts thatis, theconfiguratiorservice the Nanry sub-architecturehe
CORBA/SNMP-gatavay, andgenericJini, CORBA andWeb services(e.g.,the Jini-
LUS) areseparatentitiesbut arecloselycooperatinglespitebeinglooselycoupled.

As outlinedin sectionl, internalcommunicatiorandcommunicatiorbasecn dis-
tinct methodcallsto certainobjectsmake stronguseof CORBA. If the participating
componentsrenative Jasaobjectswe alsomake useof RMI whereappropriatein par
ticularin conjunctionwith Jini. ExternalrepresentatiordesiredJava) codemigration,
eventdistribution, andself-configuratiorrely on appropriatéVebtechnologies:

e JwvaandHTML (canbereplacedandextendedby XML) for representation,. .

e HTTP for codemigration,stream-basednddocument-baseitiformationstruc-
tures file transfer ...
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Figure3: Detailedarchitectureandmostimportantcommunicatiorrelationships

¢ RMI for configuration-freéntegrationthroughdini, Jini eventdistribution,com-
municationwith Jini-enabledservices, ..

6 IMPLEMENT ATION

Thecomponent-baseatchitectureof our frameawvork wasvery helpfulin implementing
the requiredservices. It allowed us to implementindividual componentseparately
oncetheserviceinterfaceshadbeendesignedWe wereevenableto integrateexisting
componentavhich had beenimplementedprior to the final definition of the overall
architectureln this sectionwe focuson somedetailswhich we considetto beof major
interest,in particulartheintegrationof existing components.

6.1 Integration of the Configuration Sewice

With the SystemConfigurationTool (SCQT) [5] we had definedandimplementeca
repositoryfor configurationinformation. SCOT provides both a Web interface for
humanusersanda CORBA interfaceto accessonfigurationdataby managemenap-
plications[7] andenhancediserinterfacesj.e., Jasaapplets.

SCOT hasbeenintegratedwith the Jini-basedarchitecturecf. Figure4), in partic-
ular

o the repositoryreactsto externalchangesthatis statechangesn managede-
sourcesand/ormanagemenrdpplicationsand

¢ therepositorysendsventsif thestateof anobjectin theconfiguratiorrepository
is changedsuchasthroughexternaleventsor regularchanges.

We realizedthis by addingtwo optionalfunctionsto eachobjectin the repository
which are empty by default and are thereforenot evaluated. Sincethe repositoryis
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Figure4: SCOT integrationinto Jini-basedederation

implementedn Lisp thesefunctionscanactuallybe arbitraryLisp operations Oneof
thefunctionsis calledwhenan externaleventoccurs. It implementsa pushconsumer
interfaceof the CORBA Event Servicespecification16] andgetsthe eventdataasa
CORBA. Any obiject. If the stateof the objectis changedhe otherfunctionis auto-
matically called with the addresof a CORBA pushconsumeras parameteri.e., an
associateCORPBA eventchannelseebelow). Thisfunctionshouldcall theconsumer
with anappropriateCORBA. Any objectasaparametethatcontaindnformationabout
the statechange.The repositoryallows to storearbitraryconfigurationdataby means
of extendedLisp objects. Therefore,it is not possibleto provide more specific,i.e.,
strongertyped,interfacesfor eventdatain a genericway. Furthereventhandling,i.e.,
queueingof events,is performedthroughtwo standardCORBA eventchannelsasso-
ciatedwith eachobject,onechannefor incomingeventmessageandonechannefor
outgoingevents. Theintegrationwith Jini is doneoutsideof the configurationservice,
within thewrapper The wrapperis aneventconsumerfor eachrepositoryobject. In-
terestedpartiescanregisterwith the wrapperfor statechangeeventsandthe wrapper
performslease26] handling,multiplexing, anddelivery of theeventsasJini events.

As mentionedn Section5.1, our SCOT repositorycontainsthe configurationin-
formationtogethemwith associatedules(consisteng rulesandpolicies). Thus,it does
not separatesub-serviceshut allows for the encapsulatiof dataandcodeasis usual
in object-orientedystems.

6.2 SNMP Sewice

We alreadyhad a CORBA/SNMP gatevay [7] that works similar to the Joint Inter
Domain Managemen{JIDM) approach27]. It is implementedin C++ and allows
to accessSNMP-enabledievices throughCORBA andto forward SNMP trapsand
notificationsas CORBA events. As onecanimagine,sucha gatevay is muchslower
thandirect SNMP messaging.For simple variableaccesslirect SNMP is around40
timesfasterthanthroughthe gatavay, for tablesthis factoris reducedo 4. [7] contains
exactnumbers.

The integrationinto our componengarchitectureaddsa wrappercomponento the
existing gatavay componentgseeFigure5). Thewrapperhastwo tasks:

SNMP gateway As a “proper” Jini service,the Jini wrapperjoins the Jini manage-
ment federationby registeringwith Jini lookup services. Clients canfind the
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Figure5: Integrationof the SNMP Service

CORBA/SNMP gatavay via a Jini lookup serviceandregisterfor eventsor ac-
cessotherfunctionsof the gatavay, suchasgettingsomeinformationfrom an
SNMPdevice.

SNMP trap sewice. The CORBA/SNMP gatevay acceptsSNMP trapsandnotifica-
tions, transformgheminto CORBA objectsandsendshemto a CORBA event
channel. The CORBA-to-Jini wrapperregisterswith this eventchannelandre-
lays the event objectsto all interestedlini listeners(seeFigure6). The event
objectssentto listenerscontainall relevantdataof incoming SNMP trapsand
notifications. Due to limitations of the CORBA/SNMP-gatevay implementa-
tion the encapsulateaotificationsare actually plain CORBA data structures
(CORBA. Any-objects). They aremappedo a genericTr ap class,determined
by thetranslatiorspecificatiorof the CORBA/SNMP-gatevay. Thiscouldbeex-
tendedoy mappinghe SNMP notificationsto specificCORBA typesandmaking
useof CORBA typedeventchannels.

Managed SNMP. SN ORBA L
CORBA
Resource Trap / " Event .
Notif. 9 Y Channel pp

Figure6: SNMPto CORBA to Jini Eventflow

6.3 The Nanny sub-architecture

Our alreadymentionedNanry architectureg[3] is a small federationof Jini services
enablingthe integration of inheriteddevices, e.g., printers, X-terminals, laptopsand
othermobile devicesinto an ervironmentof otherserviceg[6], andfor management
purposeqcf. Figure6.3). Sinceit wasbasedon Jini servicesfrom the beginning it
couldeasilyparticipatein our overallarchitecture.

The CORBA/SNMP gatevay encapsulatesianagemendf devicesthroughSNMP
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Figure7: The Nanry sub-architecture

asa Jini service. A Nanry thattakescareof a device managedhroughSNMP inte-
grateshedevice into themanagemergrvironmentin variousways,e.g.:

e The Nanniesannounceheir serviceasan event supplierthroughthe Jini LUS.
Interestedparties,suchas a managemenGUI or an event correlationservice,
register with the Nanry as event consumer The “Hen-and-Egqg”-protem is
solved by the Jini LUS in a smartway. If the Nanry hasalreadyregistered
with the LUS aninterestedconsumeidetectst by looking up serviceswith an
event supplierinterface. Additionally the consumeregisterswith the LUS as
beinginterestedn servicesproviding aneventsupplierinterface. If sucha ser
vice registerswith the LUS in the future the consumeis informedby the LUS
aboutthe new supplierand canregisterwith it for events. Hence,to bring the
servicegogetheryit finally doesnot matterwho comesdfirst.

e A performancemanagemenservice may frequently requestappropriatedata
from the availabledevices. It thereforeasksthe LUS for a list of Jini services
which provide suchinformation. Although representedis Jini services,per
formancedataalways originatesfrom a physicaldevice like a PC or a routet
Someof thesedeviceswill be Jini-enabledand provide the requiredinforma-
tion directly. Otherswill be inheriteddeviceswhich are not Jini-enabledout
canbe managedvia SNMP by a Nanry. The Nanry will performthe request
on behalfof the inheriteddevice by calling the SNMP/CORB\ gatevay. The
SNMP/CORB\ gatavay finally forwardsthe requestto the real device asan
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SNMP request.TheresultingSNMP reply is receved by the gatevay andsent
backto the Nanry as CORBA resultmessageFrom the viewpoint of the per
formancemanagemenbol thereis no differencebetweena native Jini-enabled
device andaninheriteddevice.

Someof the containedservicesdo not only sene aspart of this sub-architecture,
i.e., throughthe Nannies but aredirectly usedby otherpartsof the managemenfied-
eration. The configurationserviceandsomemanagementUIs, for example,directly
registerwith the DHCP and TFTP sensordo detectnew devices, evenif thereis no
Nanry finally takingover control.

6.4 Revisiting the SampleScenarios

Comingbackto thescenario®f Section2, we shov how typicalmanagemenmiroblems
aresolvedby our managemerfederation.

6.4.1 Forwarding temporary problemsto the appropriate person

During theinitialization phaseof a network printeranappropriatéNanry hasaccepted
theresponsibilityfor the device. The Nanry retrievesrequiredconfigurationinforma-
tion for the unit itself andits ervironment,e.g.,the closestprinting serviceand SNMP
trapdaemorof a CORBA/SNMP gatevay. It registersthe printerwith the print sener
asnew worker andforwardssomeof the configurationinformationto the device in an
appropriatemanner e.g.,by DHCP or TFTP It thenregistersfor event notifications
with the Jini backendbelongingto the CORBA/SNMP gatevay. In casethe printer
sendsan SNMP trap aboutan exceptionalsituation,the Nanry is ableto interpretthe
trapandto constructhe appropriatecontet. For example,if the printeris runningout
of paperthe Nanry canaskthe printing serviceaboutthe ownerof the currentjob and
forwardthe messageo her If the problemweremissingtoner, the Nanry would ask
the configurationservicefor the administratoron duty andpropagatehe eventto that
person.

6.4.2 Helping to solve seriousproblems

If amoreseriougproblemoccurse.g.,if somemechanicapartof theprinterbreaksad-
ditional actionmay be actively aidedby the managemergrvironment.In themoment
it becomeglearthat thereis a problemwhich cannotbe solved locally, all informa-
tion aboutthe problemis enterednto a troubleticketing system—ateasta problem
descriptioranda uniqueidentifierfor thebrokendevice lik e its mediumaccesgontrol
(MAC) addressThroughtheuniqueidentifieradditionalinformationcanbeassociated
with thetroubleticket, e.qg.,

¢ thetypeof device,
¢ theresponsibldardwaresupportcompary,

e thelocationof thedevice,
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¢ theresponsibldocal systemadministrator
Openingthetroubleticket usuallyinitiatesfurtheraction:

e The device is disabledin the configurationrepository This actiontriggersre-
configurationof the printing facilities in the workgroupcontainingthe broken
printer. Currentprint jobsarereroutedandfuture print jobswill bedirectly sent
to anotherprinte—maybebelongingto a neighboringworkgroup. Usersare
notified by e-mailthatthey have to fetchtheir printoutsat anothedocation.

e Theproblemis forwardedto the supportcompaly which assignsatechnicianto
it. Thetechniciangainsfurtherinformationaboutthe device throughan man-
agementccespointwhichis openfor externalaccessaccordingto the security
policiesof theclientcompaty. It could,for example allow to requesthenumber
of printedpagesandotherstateinformationdirectly from the printerthroughthe
Nanry andthe othercomponentsisoutlinedin Section6.3. Whenthetechnician
visits the compalty he bringsthe necessaryartswith him to repairthe printer.
If the printercannotbefixedlocally he hasareplacementnit with him andhas
providedthe necessarynformationfor theintegrationof thereplacemendevice
to the responsiblesystemadministratobeforehand.If that personhasentered
theinformationinto the configuratiorrepository the techniciancansimply plug
the new device into the network, power it up, andthe workgroupcanalmostin-
stantlyusethe new printer. Reconfiguratiorof the printing facilitiesto usethe
replacedorinteris triggeredby the detectionof the device throughits Nanry.

7/ RELATED WORK

Java-basedmanagement. Overthelastyears,SunMicrosystemdasstartedseveral
efforts to make Java an enablingtechnologyfor distributedsystemsnanagementThe
firstone,theJaszaManagemenAPl (JMAPI, [17]) wassuddenlygivenupin 1998with-
outary obviousreasorknown to us. However, it containssomeinterestingapproaches,
in particulara hierarchicalevent model,wheresubscriberganspecifyin variousde-
greeswhich eventsthey wantto see. Suntook up someof the ideasof JMAPI in the
newer approachesanddroppedothers. The newer approacheare the Java Dynamic
ManagemenKit (JDMK, [22]) andthe Java ManagemenExtensions(JMX, [23)]).
Although both have beendevelopedindependentlyn the beginning, the latteris con-
sideredan abstractarchitecturdor managemerin generawhile theformeris seenas
animplementatiorof this architectureatleastontheagentandinstrumentatiorevels.
JDMK providesa frameawork for composingnanagemeragent§rom genericand
specificmanagementomponentsisingJavaBeand18], Java’s native componentech-
nology. It enablegleploymentof managemerntomponentsvithin theagentatruntime,
therebymigrating part of the managemenintelligenceto the agent. The frameavork
abstractgrom particularcommunicatiorprotocolsandallows agentso communicate
with its managethrougharbitraryprotocoladapterSNMP, HTTP, RMI, ...). It fur-
thermoreallows for the cascadingf agentswvhich serve asmanagerso otheragents.
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While JDMK is a productwhich canactually be purchasedJMX is an abstract
architecture which hasa referencemplementatiorbut is intendedto have multiple
implementationdy differentvendors. It splitsup managemerinto threedifferentlev-
els: a) aninstrumentatiorevel, b) an agentlevel, andc) a managetevel. On a) we
find managemerihstrumentationi.e., managemernterfacesof arbitraryJavaobjects.
Managemenof non-Jaaresourcesanbeachiazedvia the Java Native Interface(JNI,
[2Q)). Instrumentations encapsulatetly so-calledmanagemenbeangMBeans).On
theagentlevel (b), IMX proposedMBeansenersthatarecontainerobjectsproviding
acertainruntimeernvironmentfor MBeans.MBeansenersuseprotocoladaptergo al-
low manipulatiorof MBeansby variousmanagecomponentse.g.,Webbrowsersand
via proprietaryandstandardizednanagemenprotocols,suchasSNMRE, CMIP/TMN,
CIM/WBEM, etc. In additionto MBeansusedfor instrumentationMBeanscan be
dynamicallyloadedfrom a manageto performcertainmanagemerdctionsinsidethe
agent.Themanagetevel (c) is notyet specified.

Comparedo our approach,JMX andJDMK aremore complementarghancom-
petitive technologies. They currently supportthe implementionof agentswhile our
architecturgendstowardsthe managesside. In particular we do not addresghe im-
plementatiorof agentsfor Java-enabledlevices. IMX/JDMK, on the otherhand,do
not directly addressonfiguringdeviceson alow level andmakingthempartof a Jini
community Both approacheslealwith non-Jaa-enablednheriteddevices, though.
Here,our goalis to automaticallyconfigurethesedevicesandintegratetheminto Jini
federations.JMX would only allow thesedevicesto be administeredria a numberof
protocols.Additional managemengoftware,e.g.,our Nanry infrastructurewould be
neededo configurethe devices and make them Jini citizens. Sincewe are opento
existing andnew managemenprotocols,it shouldbe possibleto integrateJMX-based
managedesourcegustlike othermanagemeragents.

On the architecturalevel JIMX andour architecturehave a numberof significant
differences.Our useof Jini allows for arbitraryand dynamicdistribution of compo-
nents. MBeansare morerestrictedasthey canonly easilyaccessMBeansthatreside
in thesameMBeansener. InteractionbetweenMBeansof differentMBeansenersis
not spontaneouandneedsto be configured. The questionhow managerdind agents
to beadministereds notaddressetly JMX. Jini solvesthis probleminherently In the
samevein, JMX only supportsocal event propagation.Jini offers distributed events
which allow for morefreedomin componendistribution.

Jini-based management. Sunhasshavn thatJini andJDMK canbe usedtogether
to managelini-enabledservicesanddevicesthroughJDMK agentq19]. Manageable
Jini-enablecentitiesregistertheir proxy objects,which implementa managemenin-
terface,with the Jini lookup service. Theseproxiesare discoveredand dowvnloaded
by the IDMK-basednanagemenrdagent.Jini devicesor servicescannow be managed
throughthe managemenprotocolsenabledby the managemenagent. Thus,the de-
vice or serviceis amanagement-instrumentddsa resourceo theagent. Thiswork is
aimedat theintegrationof Jini-enablecentitiesinto managementyhile our approach
coversthe integration of inheriteddevices. Furthermorejt is importantto note that
thereis a conceptuatlifferenceto our architecture We do managemenuith Jini, not
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of Jini.

Additionally, Sunproposes new architectureon the managetevel (accordingto
the JMX terminology), the so-called“FederatedManagementArchitecture” (FMA,
[21]). As of 2000,thereareno practicalexperienceknown to the authors althougha
referencamplementatiorbecameavailablerecently Despitebeingspecificallyaimed
at distributedmanagement-MA actuallyonly introducesa numberof Jini-basedout
generaldistributed-systemservices e.g., securityservices persisteng, concurreng
control,logging, etc.,which arewell-known from othermiddlewvarearchitectures.

As amainfeature FMA introducesso-called'stations”thathostmanagemender
vicesandoffer themawell-known operatingervironment.Stationsarethereforeanalo-
gousto EnterpriselavaBeangEJB)containersin additionto hostingservicesstations
play akey role in FMA's fault-tolerancesecurity concurreng control,andremotein-
stantiationrmechanismsAll thesemechanismsequirecommunicatiorto be mediated
by thestationhostingthetargetservice.Thisis achievedby addinganappropriatdayer
ontop of RMI. RMI is thereforethe only usableprotocolin anFMA system.Empha-
sizing FMA beinga generalmiddleware platform, an information model—whichis
generallyconsideredmportantfor managemenéarchitectures—isiot specified. The
other Java-basednanagemenarchitecture{JDMK/IJMX) are basedon Java-centric
informationmodelsandcouldbe usedin conjunctionwith FMA.

Similarto our approachFMA proposes managemerftamenork wheretheman-
agemenitself is distributed. Someof the servicesintroducedby FMA, e.g.,logging
anddeplogyment,arenot yet existentin our systemandwould enhancet. Most of the
proposednechanismslo notfit into our model,though,becausehey arerestrictedto
the augmentedrersionof RMI. One of the main advantagesf Jini (and one of the
mainreasondor ususingit)—protocolindependence—iwstin FMA systemslncor-
poratinginheritedcomponentsn an FMA systemis thereforemore complex thanin
aplain Jini system.Looking at the eventmodel,we find that FMA usesthe Jini/RMI
communicatiormodelandonly extendsit by an eventmultiplexer. We demonstrated
asimilar solutionby theintegrationof a CORBA eventchannel.In contrastto FMA,
our architectureprovidesan information model[5] which is largely basedon the re-
quirementsof configurationmanagemenbut which is alsousablein otherfunctional
areaf distributed-systemmanagemerthroughits integrationwith CORBA andthe
mappingto HTML or XML.

However, it is importantto notethatFMA is backed by somevendorsin thefield
of StorageAreaNetworks (SAN), the Jiroinitiative [12].

Component architectures. Lewis et al [13] describea managemensystemcom-
prisedof a setof interactingcomponentsThe systemintroducesplug-and-playfunc-

tionality by the use of a so-called“integrator”. This componentconnectsvarious
componentsat runtime. Our architectureemploys Jini to achieve that functionality.

Their systemusesthe event model of the CORBA componentmodelwhich follows
a publish/subscribe/distrilie paradigmjust asthe Jini distributed eventsusedin our
architecture.An additionaladvantageof usingJini distributed eventsis the handling
of partialfailure. All eventregistrationsareboundto a leaseandhave to be renaved
regularly by thelistener If alistenerbecomesinreachablanddoesnotrenew its lease,
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it is automaticallydiscardedassoonastheleaseexpires.Crashedistenersdotherefore
not consumeesourcesinnecessarilpver anextendedperiodof time. CORBA events
do nothave thisfeature.

Feridunetal [8] describeanapproacho distributedmanagementsinglightweight
mobile componentghat canrun anywherein the managedsystem. Componentsare
run on participatingnodesin dedicatecervironmentsandarelocatedvia a distributed
directory Most of theinfrastructurefunctionality is provided by the Voyagermiddle-
ware.lt is thereforecomparabléo our useof Jini, but it offersaslightly differentsetof
servicesg.g.,Jini incorporatesventsfor changesn the setof availablecomponents
but doesnot handlepersisteng or migration. Their use of a dedicatedenvironment
allows for lifecycle management,e., installation,migration,andremoval, of compo-
nents. A similar schemecould easily be integratedinto our architectureand would
enhancat. Our useof a configurationservicehelpskeepingthe managedystemin a
valid state.Thisis notaddresseth theirarchitecture.

Our Nanry architecturgs anextensionto the device bay[25] conceptof Jini. The
Jini SurrogateProject[11] alsodefinesanextendeddevice bayarchitectureln particu-
lar, it specifiesanadditionallightweightprotocol,the Jini TechnologylP Interconnect
protocol[10] basedbn UDPto integratesmalldeviceswhicharenotableto incorporate
a native Java virtual machine. This is the main differenceto our Nanry architecture,
sincewe try to integrateinheriteddeviceswith theirinheritedprotocols(DHCR TFTR,
SNMP)insteadof defininga new protocolto integratetheminto a Jini federation.

Web-basedapproaches. Marvel [2, 1] is anarchitecturdor managingresourcest
theservicelevel ratherthanattheelementevel. It aggreyatednformationretrievedvia
low-level protocolsinto higherlevel objects. It usesJava andits dynamiccodeload-
ing functionalitiesfor extendingthe systemwhile operating.Althoughit allows arbi-
trary clientsto accessaaggrggatedmanagemeninformation, Marvel is mainly geared
towardshumanaccessia the World Wide Web using HTML and Java applets. In
comparisonpur architecturaendsmoretowardsprogrammedserviceinteractionbut
allows WWW accessvia specializeddisplay components.Marvel mainly addresses
supervisionwhile our approachdealswith configurationmanagementMarvel, too,
usesa publish/subscribe/distriie paradigmfor eventpropagation.

Other automatic setvice location facilities. The ServiceLocation Protocol (SLP
[29]) allows finding the locationof arbitrary serviceswithin an IP network. Its boot-
strappingandtradingfacilitiescanbe comparedo Jini butit only providesinformation
in theform of name-aluelistsinsteadof objects.UniversalPlugandPlay (UPnP[28])
is a recently announcedservicetrading infrastructurebuilt on top of HTTP-based
multicast-protocols.Servicesregistertheir Uniform Resourcd ocators(URLS) with
a centralSimple ServiceDiscovery Sener togetherwith a type descriptionstandard-
izedby theInternetEngineeringlaskForce(IETF). Clientsquerythis senerto obtain
URLs of the desiredtype. NeitherUPnPnor SLP have mobile proxies(for protocol
independencandeasyintegrationof legag/ systemsanddistributedevents(for moni-
toring). For our work, they arethereforeno viable alternatvesto Jini.
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8 CONCLUSION

In this paperwe describecur architectureof smalldistributedmanagemenservices.
We shoved how it supportsvariousnetwork managemenscenariosandhow it com-
paresto othermanagemerdrchitecturesindframenorks.

It shouldnot be neglectedthatthereis a downsideto the spontaneityntroducedby
our architecture.Everybodywho hasaccesgo a computerconnectedo the network
canstartandaccessnanagemergervices While thisis desiredn mary circumstances,
it opensthe door for misuseaswell. Network managementanbe easily and effec-
tively disabledby introducinga fake service e.g.,a configurationservicethatsupplies
incorrectdata. This problemcould be solved by the useof authenticationMost man-
agementomponentslio not keepseparataccountdor individual administratorslt is
usuallyenoughto prove the possessionf administrators rights, e.g. via passverdsor
keys. It thereforeappeargo be adequatelysecurefor mostpurposedo requireevery
componento identify itself to the infrastructurej.e., the Jini lookup service,andlet
theinfrastructureenforceaccesgestrictions.We describedsucha solutionin [9] but
its applicability hasto befurtherinvestigated.

Figure8: Snapshobf the ManagemenConsole

Anotherchalleng€or ourarchitectureas scalability With agrowing numberof ser
vicesthereis therisk thattheoverview of servicelocationandcomponeninteractionis
lost. Meansfor adequatenanagemendf Jini servicesespeciallyaddressinghe men-
tionedproblemshave to beinvestigatedWe partly addressethe problemof unknawn
servicelocation by addingappropriatemanagemendlatato servicesand by allowing
a genericWeb-enablednanagementonsoleto displaythatdata. Service-specifiad-
ministrationcanbe performedby displayinggraphicaluserinterfacesattachedo ser
vices. Figure8 shavs a snapshobf this consoledisplayingsomeof our management
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